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(57) ABSTRACT 

The present invention relates to a computer chip having 
integrated thereon a CPU, and a cache system being 
interconnected, and at least one synchronization unit. The 
chip is setable in one of at least two different running modes, 
a first one thereof being a DUT mode, and a second one 
thereof being a MONITOR mode. The MONITOR mode is 
complementary to the DUT mode. The chip additionally 
comprises a debug bus connectable to another identical chip 
for communicating signals enabling the chip and said 
another chip to run in parallel while said chips being in 
complementary modes. Said signals comprises synchroni- 
zation signals generated by said synchronization unit. The 
present invention further relates to a computer apparatus, 
and a debugging system both employing at least one such 
chip. 

10 Claims, 7 Drawing Sheets 
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CHIP WITH DEBUG CAPABILITY 

PRIORITY CLAIMED 

This application claims the benefit of priority to Swedish 
Application No. 9801678-5 filed May 13, 1998, entitled 
Computer Chip And Apparatus With Enhanced Debug Capa- 
bility. 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention generally relates to a computer chip 
and a computer apparatus, and more specifically to a com- 
puter chip and apparatus fully adapted to program debug- 
ging. It also relates to debugging system. 

2. Technical Background 

In developing new computer programs an important step 
is to debug the program in order to correct programming 
errors. Program debugging is performed by executing the 
program on a computer and monitoring different signals 
being communicated externally between the computer and 
peripherals as well as internally between different circuits of 
the computer. Such circuits are, for example, Central Pro- 
cessing Unit (CPU), Direct Memory Access (DMA) unit, 
main memory, and input/output (I/O) interface circuit. To be 
able to debug the program while the computer is running, 
conventionally for example a logic analyzer is connected by 
means of probes to the circuit board on which the computer 
circuits are mounted. 

In order to speed up memory accesses, typically, a com- 
puter is provided with a cache memory. This memory is 
used, mainly by the CPU, as a fast, i.e. which has short 
access times, temporary memory, which holds only the most 
frequently and most recently used main memory addresses 
and data. A major part of all CPU main memory accesses are 
handled by merely the cache memory, and only a minor part 
incorporates the main memory by means of data exchange 
between the main memory and the cache memory. Thus, the 
communication between the CPU and the cache memory is 
central in the program execution and, therefore, is desirable 
to debug. 

However, in modem computer construction there is an 
aim to integrate as many of the computer circuits as possible 
on a single chip. Typically, among others, both the CPU and 
the cache memory are integrated on the same chip, while the 
main memory is external to the chip though normally 
mounted on the same circuit board. The main memory 
normally is constructed from several interconnected chips. 
Due to the one chip integration it is not possible to monitor 
the communication between the CPU and the cache memory 
while debugging, but only between the CPU and the main 
memory. 

Some different solutions to this problem have been tried. 
One prior art solution is to turn off the cache memory during 
the debugging operation. Thereby all memory accesses are 
made to the main memory and are able to be monitored. 
However, this means that one looses the possibility to 
monitor the program in true circumstances, and above all the 
execution rate is decreased. There are several types of 
erroneous behaviors that will not show under such circum- 
stances. The cache handling is a crucial part of the operation 
of the program. 

Another prior art solution is to manufacture a so called 
bondout chip, which is a special version of an ordinary chip, 
the special version chip having extra pins connected to 
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internal buses of the chip. This is an expensive solution, 
since it requires manufacturing of a special chip parallel to 
the ordinary chip. Further, it causes the clock frequency to 
be decreased due to, among others, the extended leads. 

S Thereby, a real-time debugging is not performed, which 
makes it possible for certain bugs causing errors in real-time 
execution to remain undetected. 

Yet another prior art solution is to arrange certain registers 
providing for debug support. These registers, often referred 

10 to as breakpoint registers, permit Jhe use of software break- 
points at prcd^frriined-points of-the program execution. At 
the breakpoints current address and data information is 
loaded into the breakpoint registers to be read out by the 
monitoring system. This solution makes it possible to detect 

15 that the program execution has arrived safely at the break- 
points. However, a major drawback is that the debugging is 
not effected in real-time. Additionally, what happens 
between the breakpoints is not monitored. 

Therefore there is a need for a new computer apparatus 

20 providing for monitoring also the communication between 
the CPU and the cache memory, the CPU and the cache 
memory being integrated on the same chip, while the 
computer is running at full clock rate. 

25 An object of the present invention is to provide for 
monitoring the program execution to a greater extent than is 
possible in the prior art, while running the CPU at full clock 
rate, i.e. performing real-time debugging, and without pro- 
viding a special version chip for debugging purposes. 

30 SUMMARY OF THE INVENTION 

In accordance with the invention, the object is achieved 
by a computer chip having integrated thereon a CPU and a 
cache system being interconnected, and at least one syn- 

35 chronization unit, said chip being setable in either one of at 
least two different running modes, a first one thereof being 
a device under test (DUT) mode, and a second one thereof 
being a MONITOR mode. The monitor mode is comple- 
mentary to the DUT mode. The chip further comprises a 

40 debug bus connectable to another identical chip for com- 
municating signals enabling the chip and said another chip 
to run in parallel while said chips are set in complementary 
modes. The signals comprise synchronization signals gen- 
erated by said synchronization unit. 

45 The computer chip, in this way being prepared for a 
debugging operation eliminates the excessive costs of pro- 
ducing a special version chip for debugging purposes. The 
debug bus and the synchronization circuit in combination 
provides for an efficient exchange of a small set of essential 

50 signals to another identical chip, which is set in MONITOR 
mode, i.e. debugging mode. The different modes are pre- 
pared for. Thus, a full rate debugging obtaining full infor- 
mation about the program execution is reachable. 

55 BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 is a hardware block diagram of a test configuration 
utilizing a chip with debug capability. 

FIG. 2 is a detailed hardware block diagram of the chips 
shown in FIG. 1. 

FIG. 3 is an expanded hardware block diagram of a local 
bus switch portion of the debug chips shown in FIGS. 1-2. 

FIG. 4 shows the signal lines of the debug bus 140 shown 
in FIG. 1. 

65 FIG. 5 is a detailed hardware block diagram of the 
interface between the memory control unit of the debug 
chips shown in FIGS. 1-2 and main memory. 
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FIG. 6 is a schematic block diagram illustrating an In the embodiment shown common busses connect the 

interface between the debug chip shown in FIGS. 1-2 and computer system 98 to the monitor 100. Those busses are a 

slow peripheral device. Codec bus/debug bus/encoded event bus 140, a reset and 

FIG. 7 is a schematic block diagram illustrating interrupt oscillator bus 142A-B, an asynchronous event bus 164, a 

handling in the debug chip shown in FIGS. 1-2. s modc sc^cX bus 144 and a data/instruction portion 148 of the 

FIG. 8 show the synchronization units of the debug chips system bus 146-148. The DUT mode debug chip HOC is 

shown in FIG. 1. coupled via data line 152C and address line 160C to 

respectively, the data 148 and address 146 portions of the 

DETAILED DESCRIPTION system bus 146-148. The MONITOR mode chips 11A-B 

FIG. 1 is a hardware block diagram of a test configuration 10 are also coupled via respectively data lines 152A-B to the 

of a chip with enhanced debug capability. The chip, in one data portion of the system bus. The system bus 146-148 is 

embodiment of the invention, has all the essential functions also coupled to the system hardware 112, the memory 114 

of a "computer on a chip" including a central processor, a and the I/O unit 116. The DUT mode debug chip HOC and 

cache, a DMA unit, a local bus, and a memory manager. In the MONITOR mode chips 110A-B are also coupled to the 

addition the chip contains circuitry which allows it to 15 power on reset 118 and the oscillator 120 via bus 142A-B. 

function in either a master (a.k.a. device under test) ("DUT") The MONITOR and DUT mode chips 110A-C are also 

mode or any of several slave (a.k.a. MONITOR) modes. The coupled via respectively mode select mode input pin 

inner workings and program code execution of the chip 150A-C to a mode select bus 144 for establishing the 

assuming DUT mode are exposed using one or more of the operational mode of each chip. The DUT and MONITOR 

same chips enabled for MONITOR mode. In the MONITOR ^ mode chips are also coupled to an asynchronous event bus 

mode internal states of the DUT mode chip are exposed 164. Finally, a debug bus 140is coupled to all chips 110A-C 

thereby simplifying the task of debugging the DUT mode <for synchronizing their activity including:-pbwer-on-reseO 

chip and/or program code running on the DUT mode chip. ^interrupts, wait states, DMA accesses and other asynchro- 

Several identical chips are coupled on a common set of nous events, 
busses. One is configured to assume master mode while 2 s 1° contrast to the address line 160C of the DUT mode 

identical chips serve in MONITOR mode. Debugging is debug chip HOC, the corresponding address lines 160A-B 

accomplished by causing the chip assuming master, i.e. of respectively, debug chips 110 A-B are instead coupled to 

"Device Under Test" ("DUT") Mode to control the address the logic analyzer 102. It is over these lines 160A-B that 

portion of the system bus. As the address bus master, the signals corresponding to local bus activity and/or interrupt 

chip in DUT mode controls the addresses present on the 30 or DMA activity of chip in DUT mode debug chip HOC are 

address bus and thus the memory and device access requests provided to the logic analyzer 102 for display and analysis 

for the system including all master and slave mode chips. All on the computer 104. 

chips, both slaves and master, are connected to the data In operation each of the enhanced debug chips 110A-C 

portion of the system bus. All chips therefore receive and executes identical processes 170 derived from program code 

process the same data and program code over the data 35 180 stored in memory 114. In an embodiment of the 

portion of the system bus. All chips additionally contain invention, all chips H0A-C boot to the same address in * 

synchronization circuitry to assure synchronous processing main memory. However, only the-^debug^chipfllOC corifig-" \ 

of program code and data. "^red jnT)UT mode has its address line coupled to the address 

The address lines of the chips in slave/monitor mode are portion 146 of the system bus 146-148. It is therefore this 

not needed to output address information to the address bus, 40 chip HOC which acts as the master of the address portion of 

since the chip in master mode assumes this function. The the system bus. As the bus master chip HOC determines 

address line outputs of each of the chips in MONITOR mode what access requests will be handled on the address bus and 

are instead utilized to carry information from inside the chip therefore what data and or program code will be present on 

to the "outside world" by switchably connecting the address the data portion 148 of the system bus. A typical program 

lines/pins of the chips in the MONITOR mode to various 45 sequence provided over the data portion of the system bus to 

components or signal lines internal to the chip for which each of the chips 110A-C might include a read or write 

there are no external pin connections. Those components or instruction to a specific address followed by data being read 

signal lines include: the cache, the local bus data and address from or written to that specific address by each of the 

lines, the interrupt unit and the DMA unit. Normally such above-mentioned chips. Each of the MONITOR mode chips 

information would not be available thus making it difficult 50 110A-B therefore shadows the activity of the master chip 

to debug the chip and or program code running on it. HOC receiving identical data and instructions and perform- 

FIG. 1 shows a test configuration with a computer system ing the same operations 170C in response, for example, to 

98, a monitor 100, a logic analyzer 102, a computer 104 and the program code 180 stored in main memory. None of the 

a network 106. The computer system 98 includes a chip monitor chips write to external memory 114. The external 

HOC in DUT mode serving as the core ofthe computational 55 memory is always written to only by the DUT mode debug 

system. The computational system 98 also includes an> chip HOC. 

oscillator 120, a power on reset U8, associated system In order to debug a chip itself and or the program code that 

hardware 112, memory 114 and an input and output unit the chip is running, it is advantageous to have access to and 

(I/O) unit 116. The chip with enhanced debug capability to monitor the states of various components and signal lines 

HOC, configured in this case in DUT mode, includes a local 60 internal to the chip for which there are no pin connections, 

bus 130C, a Codec unit 132C and a memory control unit Typically, a large portion of the computational activity of 

134C. The memory control unit includes a first local bus this computer chip and other chips such as logic units, digital 

debug switch 136C. The monitor 100 includes two chips signal processors, graphics processors, etc. is not available 

with enhanced debug capability 110 A-B configured in on external pins. In the embodiment shown, i.e. the "com- 

MONITOR mode. All chips UOA-C have similar compo- 65 puter" chips 110A-C with enhanced debug capability such 

nents which are referenced respectively with reference num- activity takes place "upstream" of the memory control units 

ber suffixes A-C. 136A-C on what is known as the local bus 130A-C. In the 



04/13/2004, EAST Version: 1.4.1 



US 6,502 

5 

embodiment shown the local bus couples synchronous com- 
ponents such as cache memory and asynchronous compo- 
nents such as DMA and interrupt units. Much of the pro- 
cessing on each of the chips can take place on the local bus 
between that CPU and cache memory, or a DMA unit and $ 
that activity will not be exhibited on the system bus. 

Typically execution of program code involves instruc- 
tions received by each of the chips 110A-C from the data 
portion 148 of the system bus. Program code will cause the 
central processing unit "CPU" of each chip to perform 10 
logical and arithmetic operations and may additionally 
require that data be read from or written to memory 114 over 
the data portion of the system bus, in order to perform those 
operations. Since each of the chips is running under the same 
program code and the same sequence, only one chip needs 15 
to "master" the bus and in the embodiment shown that chip 
is chip 110C configured in the DUT mode. The read and 
write requests of that chip are placed on the address portion 
146 of the system bus 146-148, and thereby determine the 
contents of the data portion 148 of that bus. 20 

Each chip 110A-C is configured in DUT mode or any of 
several MONITOR modes by signals placed on mode input 
pins respectively 150A-O. A device might be placed in DUT 
mode by a digital signal corresponding to the binary 
sequence "000" placed on its port. A device might be placed 25 
in any of the several MONITOR modes by signals corre- 
sponding to the binary sequences "001-111". Numerous 
internal state changes are effected in response to each 
distinct mode signals. One of these is the connection of the 
debug switch 136A-C of each of the chips. Chip HOC is in 30 
DUT mode and as such its debug switch 13 6C couples the 
address output 160C to the address portion of the local bus 
130C via a memory interface unit 31 0C (see FIG. 3) within 
the memory control unit 134C. In this mode addresses 
present on the address portion of the local bus will only 35 
appear on address output 160C when appropriate in view of 
the cache policy and the state of the on chip cache memory 
244C (see FIG. 2) of the chip. Conversely, the one~br more 
Cdebug chipjrconfiguredun the~m6mtoring^mode,e;g . , debug 
chips liOA-B have their associated debug switches 136 A-B 40 
connected to the address portion of the local bus and the data 
portion of the local bus without any "filtering" by the 
memory control . The activity of these lines is provided to 
the logic analyzer 102 by the address output lines 160A-B 
of these chips. In each of these MONITOR mode chips 45 
110A-B the local bus address line continues to exhibit read 
and write commands with associated addresses. A distinc- 
tion then between these chips in MONITOR mode and the 
chip HOC in DUT mode is that in the MONITOR mode 
chips the addresses present on the local address line(s) do 50 
not reach the address portion 146 of the system bus and thus 
do not, except by inference, control the data available on the 
data portion 148 of the system bus. Instead, the data on the 
data bus is actually determined by the addresses provided by 
the chip HOC configured in the master or DUT mode. Thus, 55 
by allowing one chip to be configured to master the address 
portion of the system bus (and therefore to determine the 
contents of the data portion 148 of the system bus), the 
activities of the MONITOR mode chips can be made to 
shadow that of the DUT mode chip. In the following 60 
drawings and text, additional mode dependent capabilities of 
the chip will be set forth. Those include: externalizing the 
interrupt and DMA access states and synchronizing the 
processing of several chips will be disclosed. 

As will be obvious to those skilled in the art, mode 65 
selection can be accomplished without a dedicated mode 
select pin(s) on the chip. In an alternate embodiment of the 
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invention configuration of the debug components of the chip 
can be achieved through data sequences received by the chip 
at startup or by multiplexing existing pins on the chip. 

FIG. 2 shows a detailed block diagram of the represen- 
tative one, i.e., chip HOC, of the debug chips 110A-C 
described above in connection with the embodiment of FIG. 
1. The chip contains: clock 232C; CPU 238C; cache system 
240C, including cache controller 242C and cache memory 
244C; DMA unit 246C, including DMA controller 248C, 
DMA arbitrator 250C, and associated DMA I/O buffers 
252C. Additionally, the chip includes the following debug 
components which allow it to perform in DUT mode or any 
of several MONITOR modes, as discussed above in con- 
nection with FIG. 1. These debug components are: the first 
synchronization circuit/unit 234C including interrupt unit 
236C; the second synchronization circuit/unit 230C; the 
Codec 132 C; and the debug switch 13 6 C. The debug switch 
passes synchronous and asynchronous processing states 
across the address pins of the chip to the "outside world". 
Each of the debug components has a control connection 
coupling it to the mode input pin 150C. The configuration of 
each component varies responsive to a mode signal on the 
mode input pin 150C. The mode signal places each com- 
ponent in DUT mode or any of several MONITOR modes. 

The chip itself is shown connected to a network interface 
200 over bus 288C, to reset unit 118 over reset line 142A, 
to oscillator 120 over oscillator signal line 142B, to Codec 
132C and to associated sister chips, e.g., 110A-B, over 
debug bus 140, to memory 114 and I/O unit H6 via address 
146 and data 148 portions of the system bus, to the mode 
select bus 144 via mode input pin 150C, to peripheral DMA 
devices via DMA I/O interface 254C and finally to sister 
chips H0A-B via an asynchronous event bus 164. In an 
embodiment of the invention the network interface couples 
to the chip HOC through a network interface bus 288 C, 
which bus for example is an Mil bus of IEEE standards 
802.3. 

Internal to the chip, the CPU 238C and cache system 
240C are coupled to the local bus 130C. The cache controller 
242C may implement any one of a number of cache policies 
including write-through and copyback. In an embodiment of 
the invention, the chip provides an additional feature of a 
onboard DMA unit 246C with associated I/O buffers 252C 
which couples to an external DMA I/O interface 254C to 
provide access to and from a number of peripheral devices 
(now shown). Further details of this novel DMA unit 246C 
are set forth in co -pending application entitled Method And 
Computer System For Improved Memory Accessing By A 
DMA Unit, with inventors Jan Bengtson, Kenny Ranerup, 
Per Zander, filed on Oct. 9, 1998, as U.S. application Ser. 
No. 09/169,513, which application is incorporated by ref- 
erence as if fully set forth herein. 

The clock 232C couples to the CPU 238C as well as to the 
first and second synchronization units 234C, 230C. The first 
synchronization unit 234C accepts external interrupts on 
signal line 166C, and may accept input for reservation of 
time slots for DMA information on the debug bus 140 from 
the DMA unit 246C via signal line 278C. The first synchro- 
nization unit provides outputs over signal line 274C to the 
memory control unit 134C. The first synchronization unit 
additionally provides outputs over signal line 282C to the 
CPU 238C and over signal line 926C to the Codec 132C. 
The second synchronization unit 230C receives asynchro- 
nous inputs via signal line 164 from the I/O unit 116. The 
outputs of the second synchronization unit are coupled to the 
Codec and the CPU. The DMA unit 246C is coupled via 
DMA signal line 276C to the Codec 132C. 
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In operation the mode signal on mode input pin 150C 
determines whether the device will be operating in master/ 
DUT mode or the MONITOR mode. In the MONITOR 
mode, the input to mode input pin 150C determines the state 
of debug switch 136C, the first and second synchronization 5 
units, 234C, 230C and the Codec 132C. 

When the mode signal on mode input pin 150C is set in 
the master/DUT mode, the first and second synchronization 
units 234C, 230C accept asynchronous inputs, e.g. 
interrupts, and DMA accesses, and delay the processing of 10 
those inputs for a sufficient number of clock cycles to allow 
the synchronization of the monitor units, 110A-B. This 
synchronization may be performed in the manner shown in 
the following FIG. 8. In the DUT/Master mode the debug 
switch 136 C is coupled to the local address bus in a manner 15 
which as is traditionally the case isolates from the system 
address bus that portion of the address activity of the local 
bus which pertains only to read or writes to cache memory 
244C. 

As discussed above, chips 110A-B are identical to chip 20 
HOC shown in FIG. 2. The only distinction being that the 
debug portions of these chips, i.e., Codec 132A-B, first and 
second synchronization units 234A-B, 230C and debug 
switches 136 A-B are configured to synchronize their activ- 
ity with the debug chip HOC as well as to expose certain 25 
internal states of the corresponding chip that would not 
normally be exposed to the outside world. The first of these 
capabilities, i.e., that of synchronizing with the sister chip is 
provided by the first and second synchronization units and 
the Codec. 30 

In the MONITOR mode in the embodiment shown, there 
are numerous different states internal to the chip 110A-B 
which can be exhibited on either of the address outputs 
160A-B for processing by the logic analyzer 102 (see FIG. 35 
1). These states include coupling a selected one of local data 
bus 300A-B or the local address bus 302A-B to the corre- 
sponding debug switch 136A-B, These outputs are made 
available on the corresponding address output of the chip, 
e.g., 160A/B (See FIG. 1) for processing by the logic 4Q 
analyzer. Thus, while the chip HOC configured in master/ 
device under test mode operates in a DUT mode as a fully 
featured computational unit, its sister chips configured in the 
MONITOR mode expose internal states associated with the 
processes carried out on the chip in the DUT mode by 45 
running identical program code and responding to asynchro- 
nous events in a manner identical to that of the DUT mode 
debug chip HOC configured as a bus master. 

In the current invention, the first chip is configured as a 
device under test and is a bus master in the sense that its 50 
address output controls which memory locations will be read 
from and written to and therefore which data and instruc- 
tions will be on the data bus at any point in time. The sister 
chips configured to run in MONITOR mode shadow the end 
data access activity of the master mode chip and carry out 55 
identical processes thereto in synchronization therewith. 
Thus a single chip can be constructed suitable for testing and 
for production which contains a minimum of additional 
onboard real estate devoted the debugging functions and a 
pin-out which except for pins associated with the mode input 60 
pin 150A-C and debug bus 140 is similar to that of a 
conventional chip without any debug capability. 

FIG. 3 shows a detailed embodiment of the memory 
control units 134A-C shown in FIG. 1. The memory control 
units each contain a memory interface units 310A-C and the 65 
debug switch 136A-C. Each of the memory interface units 
310A-C is coupled over a control bus (not shown) to the 



,209 Bl 

8 

corresponding ones of: the cache controllers 242A-C, the 
CPUs 238A-C and the DMA units 246A-C (see FIG. 2). On 
the local bus side, the control unit is coupled to the address 
bus portion 300A-C and the data bus portion 302A-C of the 
local bus. On the system bus side the control unit is coupled 
to the data lines 152A-C and to an intermediate system 
address bus 304A-C. The debug switches 136A-C are each 
coupled to a corresponding one of the mode input pins 
150A-C. In the embodiment shown, the debug switch 
couples the address outputs 160A-C to either the local bus 
directly or indirectly via intermediate system address bus 
304A-C from the memory interface units 310A-C. When 
coupled directly to the memory control unit the chip per- 
forms as a DUT computer with coupling between the 
address portion of the local bus and address output lines 
160A-C determined by the cache policy implemented by 
cache controllers 242A-C and the contents, at any point in 
time, of cache memories 244A-C (See FIG. 2). The debug 
switch 13 6 C may, alternately, be configured to MONITOR 
all activity on the local data bus 300A-C, the local address 
bus 302A-C or the signal lines. In another embodiment of 
the invention, other internal events, e.g. CPU or cache 
controller status, could also be monitored via internal event 
line 306A-C (See FIG. 3). These outputs are provided 
directly over the corresponding address output line 160A-C. 

As will be obvious to those skilled in the art the apparatus 
disclosed herein exposes the internal states of a complex 
integrated circuit computational chip by inserting mode 
sensitive debug switching and synchronization capability 
into the chip. It is not necessary that the chip being enhanced 
with this debug capability have a local bus. Instead the 
debug switches need only have their inputs connected to 
internal signal lines and/or components on the chip which 
need to be monitored. The debug switch(s) output are 
connected to address lines of the chip. In an embodiment of 
the invention the synchronization circuitry can comprise 
something as simple as a common clock. This might be 
practical where for example no asychronous events were 
handled by the chip. In alternate embodiments of the inven- 
tion in which asychronous events are handled by the chip the 
synchronization circuitry described and discussed in FIG, 9 
would be appropriate. The synchronization circuitry is con- 
nected to asynchronous signal inputs on the chip and to a 
debug bus with a multiplexing capability to reduce pin 
count. Finally both the debug switches and the synchroni- 
zation circuitry are responsive to a mode signal at a mode 
pin on the chip to configure themselves in a DUT state or one 
of several MONITOR states. Numerous types of chips and 
the program code intended for use thereon can be debugged 
using the above mentioned apparatus. Those chips include 
but are not limited to: digital signal processors, graphics 
processors, video processors, signal processors, pattern 
processors, programmable logic devices, field program- 
mable devices, micro controllers etc. By coupling 

several chips in monitor mode to a chip in DUT mode the 
MONITOR mode chips can mirror the processing taking 
place on the DUT mode chip while outputting on their 
address lines the internal processing states of the DUT mode 
chip. By setting each of the MONITOR mode chips in a 
different monitoring mode more than one internal state of the 
DUT mode chip can be concurrently obtained. By connect- 
ing the address lines of the MONITOR mode chips to a logic 
analyzer the internal states can be evaluated in detail. 

Referring now to FIG. 4, the debug bus 140 comprises 
only five paths, one of which BCLK is used by the second 
synchronization circuit 230C for transmitting synchroniza- 
tion information on external asynchronous signals, such as 
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DMA request signals or wait signals from I/O units con- FIG. 5 is a detailed hardware block diagram of the 
nected to the system bus 146-145 through a bus connected interface between the memory control unit of the enhanced 
input/output (I/O) unit 116 (FIG. 1). External asynchronous debug chips shown in FIGS. 1-2 and main memory. In an 
signals are forwarded by the I/O unit 116 to the second embodiment of the invention main memory typically corn- 
synchronization circuit 230C and the monitor 100. External s prises several DRAM, i.e. dynamic random access memo- 
interrupt requests generated by the I/O unit 116 are for- ri es. Each DRAM 550A-C has its memory area 556 
warded to the first synchronization circuit 234C. arranged tike a matrix, being addressed by a two-part 
The other four paths BSO-BS3 are used for transmitting address, where the lower part is a column address 554 and 
CPU and DMA status information from the DUT mode the upper part 552 j s a row address. In the preferred 
debug chip HOC to the monitor 100. Additionally, the debug 10 cmbodiment> the memory units 134A _c pcrfarms a 
bus paths BS0-BS3 are used for the above mentioned farther im oved m a taki advantage of the 
synchronization of the monitor 100 with he DUT mode f subsequent memory accesses often involve subse- 
debug chip HOC during system reset operations, where the . u * u « i . 4 • 
relevant codes are origLted from the first synchronize™ qu™t addresses. Hence the memory control umt 134C is 
circuit 234C provided with a separate row address register 500A-C for 

Digitally, thus, a total of 16 different four bit words, or 15 each DRAM ^ l *?£?f ^^ n ^T^A^ 

codes, are available. The lower ten codes thereof, i.e. * comparison unit 502A-C. An address buffer 504A-C of 

logically 0-9, are used for transmitting DMA status, corre- the memor y controi umt 134C holdjn S the m main memorv 

sponding to the ten DMA channels used in this embodiment. addre , ss 1S divided into two portions, each separately load- 

The information communicates which DMA channel to be able into the main mcmor y 114 While for subsequent main 

admitted and, when a read is taking place, if necessary, how 20 memory accesses the row address of the subsequent main 

many bytes that are left to be received. This is required memory address is the same as for the previous one, only the 

because of reception of data in blocks, in this case four byte column address portion 504B needs to be loaded. This is 

blocks, and me time period required for the transmittal of the ^me saving compared to each time loading the whole 

DMA status information to the monitor 100. Thus, when the address, i.e. firstly the row address and secondly the column 

data left to be received from the I/O unit are less than or 25 address. To determine if the row address is the same as the 

equal to eight bytes and the I/O unit signals end of data, previous one, the comparison unit compares the row address 

information thereof must be transmitted to the monitor 100. P ortioD 504A with the contents of the row address register of 

This status information is transmitted from the arbitrator the DRAM presently operated on. If there is a match only the 

250C over the debug bus 140 to DMA controller 248B, as column address P° rtion 504B * in P ut i if not both me row 

weU as on a DMAsignal line 276C to DMA controller 248C. 30 address and the column address are input and, 

Codes 10-15 are used for the CPU interrupt status gen- simultaneously, the register is updated. The two buffer 

erated by the first synchronization circuit 234C, as follows: 504A-B are multiplexed onto the system bus 

m mrk -«k * i * u ktxu 146-148 by the debug switch 136A-C of the memory 

10 IRQ with external vector number, no NMI; A . t ~. A ~ & J 

control unit 134A— C. 

11 IRQ with external vector number, and NMI; 35 RG 6 js a schematic block diagram iU ustrating an 

12 No IRO, no NMI; interface between the enhanced debug chip shown in FIGS. 

13 NMI, but no IRQ; 1_2 and slow peripheral device. External rerun unit 700 can 

14 IRO with internal vector number, no NMI; and be utilized for particularly for slow peripheral units 710, 

15 IRQ with internal vector number, and NMI. principally older ones. If data transmission times are too 
IRQ means Interrupt Re Quest, NMI means Non Maskable 40 long, the system bus 146-148 is occupied an excessive time 

Interrupt. When the DMA unit 246C is about to use the period, which may cause problems for another unit being 

debug bus 140, in order not to unbalance the interrupt dependent on time critical access. The rerun unit 700, below 

handling in the DUT mode debug chip HOC in relation to referred to as the rerun unit assists the CPU 238C in the read 

the monitor 100, a signal is transmitted by the DMA unit and write operations on such slow peripherals. Let us, for 

246C to the first synchronization circuit 234C. This signal 45 example assume that data are to be read from the peripheral 

causes the first synchronization circuit 234C to hold the unit 710. 

interrupt status. Not until the debug bus 140 is released by From the beginning of a CPU access the rerun unit 700 

the DMA unit 246C new interrupt status information is buffers address information in an address buffer 11 6B and 

transmitted to the CPUs 238C, 238A-B of respectively the starts a rerun routine setting a time out and communicating 

DUT mode debug chip HOC and the monitor 100. 50 a rerun request to the CPU 238C. This causes the CPU 238C 

The on board DMA unit 246C is synchronized in the to release the bus and continue with other tasks, which 

buffers 252C of the DUT, and prioritized in arbiter 250C. enables other bus masters within debug chip HOC, e.g. the 

The result of this synchronization and arbitration is then DMA unit 246C to gain access. Meanwhile, the rerun unit 

presented to the DMA control 248 C, and via Codec 132C, 700 communicates with the peripheral. When the CPU 238 C 

debug bus 140 and Codec 132 A-B, to DMA control units 55 later on is trying to redo the read operation either the time 

248A-B. Thus, the control part of the operation of the oo out has lapsed or not. If it has lapsed, then the CPU 238 C 

board DMA is mirrored in the Monitor mode chips 110A-B. continues the read operation, and if not, then the renin unit 

The data portion of the on board DMA is handled by letting 700 puts another rerun request to the CPU 238C. When data 

all DMA data go out over the external memory data bus. The are to be written to the peripheral unit 710 corresponding 

data will then be available for the Monitor mode chips. 60 steps are performed, including buffering address and data in 

Since the present debug system 98-100 is constructed corresponding address and data buffers 116B-A. Data writ- 
such as to provide the logic analyzer with complete data, ing is continued by the rerun unit 700 while the system bus 
address and asynchronous event information while the DUT 146-148 is released for other tasks. Signals communicated 
mode debug chip HOC is running, in spite of the cache from the CPU to the rerun unit 700 from the DUT mode 
system 240C integrated on the chip, it is possible to improve 65 debug chip 110C are chip select, read and write, 
the memory accessing by the memory control unit 134C as Due to the mirroring of the program execution onto the 
will be described below. monitor 100 processing of interrupts is a problem that has to 
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be handled in order to achieve an adequate synchronization 
and timing. This is particularly the case when several 
interrupts are at hand simultaneously. 

Hence, referring now to FIG. 7, according to another 
embodiment of the present invention dynamic priority han- 
dling is employed. FIG. 7 shows a representative unit 
corresponding to each of the interrupt units 236A-C (see 
FIG. 2). Only in the device in the DUT mode, i.e. chip HOC 
is the interrupt unit active. The interrupt unit accepts in the 
embodiment shown asynchronous inputs from the I/O unit 
116 via signal lines 166C (see FIG. 2). These interrupts may 
be provided before interrupt masking or after interrupt 
masking and processing via signal line 274C to the external 
memory data bus by the DUT chip and is thus made 
available to the Monitor mode chip CPUs 238A-B when the 
DUT mode CPU 238C reads the interrupts. The prioritized 
output 8S0C of the interrupt unit 236C goes through the first 
synchronization unit 234C from which it is provided as an 
input to the Codec 132C (see FIG. 2). Each of the chips 
110A-C contains an identical interrupt unit 236A-C but 
only in the DUT Mode chip HOC is the interrupt unit active. 

Several individual interrupt request signals are received 
over interrupt lines 16 6C. These lines are connected to an 
individual interrupt mask schematically illustrated by a first 
mask register 802 and a first array of AND-gates. Thus, each 
of the individual interrupts is connected to an input of a 
respective AND -gate 802 A-M of said first array and the 
mask register 802 is connected to the other input of each of 
the AND-gates 802A-M. Several interrupt signal lines 166C 
and the corresponding AND -gate outputs are connected to 
inputs of a respective OR-gate 804 A-N, Thereby they are 
reduced to one signal for signal lines 16 6C. The outputs of 
the OR-gates 804A-N are maskable by means of a group 
mask illustrated by a second mask register 806 and a second 
array of AND-gates 806A-N, arranged similar to the indi- 
vidual mask and the accompanying AND-gates 802A-M. 

The outputs of the second array of AND-gates 806A-N 
are connected to n inputs of an OR-gate 808. The output of 
the OR-gate 808 is connected through the synchronization 
circuit 234C to the CPU 238C of DUT mode debug chip 
HOC and to the Codec 132C where the status is encoded and 
sent to the monitor 100. 

In order to be able to detect and separate the received 
interrupts and to be able to prioritize among them, readouts 
are admitted on different levels as desired. Preferably at least 
the outputs of the second array of AND-gates 804A-N are 
read and coded into a vector number by hardwired logic. The 
vector number differs for different combinations of inter- 
rupts. The vector number is outputted on the system bus 
146-148. Thereby it is available for both the DUT mode 
debug chip 110 C and the monitor 100. Thus, the vector 
number is generated by the DUT mode debug chip HOC but 
similarly used by both the DUT mode debug chip HOC and 
the monitor 100. The very interrupts are communicated 
through the first synchronization circuit 234C. The vector 
number is used by the CPU as an index number of a look-up 
table holding the interrupt vectors. Mostly there is a single 
device interrupt, Le. from only one unit 260C, 264C, and 
then it is obvious what interrupt vector to fetch. In case of 
more than one simultaneous interrupt the vector number 
corresponds to a priority routine ordering the interrupts by 
priority. Then, the different interrupts are handled in that 
order. 

Hence, there is a fast interrupt handling in most cases, 
when there is only one interrupt present and a more time 
consuming priority based handling only when there are 
interrupts from more than one unit. In order to determine 
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exactly what interrupt is present from the unit to be handled 
there is, of course, a possibility to detect the signal fines 
either on the inputs or on the outputs of the individual mask 
802A-N. Further, when an interrupt request reaches the 
CPU, it may be originated not only internally but also 
externally from an I/O device, and, additionally, there are 
non-maskable interrupts. 

FIG. 8 is a hardware block diagram showing details of the 
first and second synchronization units of the MONITOR 
mode chip HOB and the DUT mode debug chip HOC shown 
in FIG. 1. These units generally handle the synchronization 
of internal/external asynchronous events among the debug 
chip in the DUT mode and the debug chips in the MONI- 
TOR mode. As discussed above, each chip contains identical 
hardware which is configured in a manner dependent on the 
mode of the chip as established by an input signal on mode 
input pin 150B-C. 

A partial block diagram of two debug chips 110B-C is 
shown. The first and second synchronization units of both 
chips are shown. The synchronization units of the first debug 
chip are in MONITOR mode corresponding to the state of 
the chip HOB as established by a mode signal on the mode 
input pin 150B of the chip. The synchronization units of the 
second debug chip are in DUT mode corresponding to the 
state of the chip HOC as established by a mode signal on the 
mode input pin 150C of the chip. 

Structurally the synchronizers in both chips contain iden- 
tical components but, as discussed above, the coupling 
between those components may change depending on the 
mode setting for the chip. For this reason each of the 
synchronizers will be discussed in both the DUT mode and 
MONITOR mode. Parts labeled with a U B" reference suffix 
are in chip HOB which is in the MONITOR mode. Parts 
labeled with a "C" reference suffix are in chip HOC which 
is in the DUT mode. 

The second synchronization circuits 230B-C each contain 
latches 960B-C, change detect units 958B-C and synchro- 
nizers 950B-C. The first synchronization units 234B-C each 
contain latches 902B-C, synchronizers 900B-C and inter- 
rupt units 236B-C. Associated Codecs 132B-C and clocks 
232B-C and the corresponding connections are shown. 
Second Synchronization Units 

The second synchronization units adopt one of two con- 
figuration responsive to a mode select signal on the mode 
input pin 150. In the first configuration, corresponding to the 
DUT mode, the second synchronization unit 230C detects an 
asynchronous signal on an asynchronous signal bus Unking 
both the MONITOR mode and DUT mode chips 1110B-C. 
The second synchronization unit synchronizes the signal 
with the DUT clock 232, and latches it. The second syn- 
chronization unit then determines when there is an interval 
of* no change" following receipt of the asynchronous signal 
and after the onset of the "no change" interval outputs an 
enabling signal to the sister chip HOB and unlatches the 
signal releasing it to internal components of the chip for 
processing. In the second configuration, corresponding to 
the MONITOR mode, the second synchronization unit 230B 
detects an asynchronous signal on the asynchronous signal 
bus, synchronizes the signal with the MONITOR clock 
232B, and latches it. The second synchronization unit then 
upon receipt of the enabling signal from the sister chip HOC 
unlatches the signal releasing it to internal components of 
the chip for processing. As will be obvious to those skilled 
in the art there are numerous methods and apparatus for 
synchronizing the latches including fixed delays, variable 
delays in the DUT mode and MONITOR mode, delays 
responsive to the receipt of the synchronization information, 



04/13/2004, EAST Version: 1.4.1 



US 6,502,209 Bl 



13 



14 



as well as a latch enable signal generated by the DUT mode 
chip and passed to the MONITOR mode chip. 

The configuration of the second synchronizers units 
230B-C is as follows. Both synchronizer units have input 
from the asynchronous bus 164 via respectively signal lines 5 
164B-C (see FIG. 1) which couple to the synchronizers 
950B-C of each unit. On this bus external asynchronous 
events such as external DMA accesses and wait states are 
received. On both synchronizer units the output of the 
synchronizers 950B-C is connected to a respective one of 10 
the inputs of the change units 958 B-C and the latch units 
960B-C over signal line 974B-C. In the DUT mode debug 
chip the output of the change unit 958C is coupled to the 
enable input of latch 960C and to the BCLK line of the 
debug bus 140. In the MONITOR mode debug chip 110B the 15 
change detect unit 958 B is inoperative and the latch 960B 
receives it's enabling input via the BCLK line instead. 

In operation the activity of the second synchronization 
units 230B-C is coordinated by the change detect unit 958C 
in the DUT mode. Both units 230B-C receive an asynchro- 20 
nous DMA or wait state signal on asynchronous bus 164 
over respectively signal lines 164B-C. The signal is syn- 
chronized to the clock 232B-C of each chip by the corre- 
sponding synchronizers 950B-C. In an embodiment of the 
current invention these synchronizers consist of one or more 25 
flip-flops. When the change detect unit 958C of the DUT 
mode debug chip HOC detects a period of change followed 
by inactivity it outputs an enabling signal to the enable input 
of the latches 960B-C of the second synchronization units of 
both chips. The signal to latch 960B arrives via the BCLK 30 
line of debug bus 140. The synchronization is thus achieved 
by triggering latch units 960B-C with a common signal 
generated by the change unit 958C. The outputs 284B-C of 
respectively latches 960B-C are provided to the CPUs 
238B1-C and memory control units 134B-C of their respec- 35 
tive chips 110B-C. The synchronization of chips during 
power on and wait states is handled by the second synchro- 
nization units of both the DUT mode and MONITOR mode 
chips via their connection to the asynchronous bus 164 over 
which bus power on reset and wait states are introduced 40 
passed to the chips. Note that the synchronization apparatus 
discussed above does not synchronize the clocks 232 B-C of 
the first and second chip, these may in fact be skewed with 
respect to each other. Instead the synchronizers delay the 
execution of external asynchronous signals and enable their 45 
processing on identical clock cycles in all chips, even though 
those identical clock cycles may be skewed. 
First Synchronization Units 

The first synchronization units adopt one of two configu- 
rations responsive to a mode select signal on the mode input 50 
pin 150. In the first configuration, corresponding to the DUT 
mode, the first synchronization unit 234C detects one or 
more asynchronous signals, synchronizes them with the 
DUT clock 234C, prioritizes them in the interrupt register, 
latches them, and forwards synchronization information 55 
about the asynchronous signal through Codec 132C to the 
Codec of its sister chip HOB, and after an appropriate delay 
releases the latched signal(s) to internal components of the 
chip for processing. In the second configuration, correspond- 
ing to the MONITOR mode, the first synchronization unit 60 
receives the synchronization information from its Codec 
132B and latches that information and after an appropriate 
delay releases the latched signal(s) synchronously with the 
first latch to internal components of the chip for processing. 
As will be obvious to those skilled in the art there are 65 
numerous methods and apparatus for synchronizing the 
latches including fixed delays, variable delays in the DUT 



mode and MONITOR mode, delays responsive to the receipt 
of the synchronization information, as well as a latch enable 
signal generated by the DUT mode chip and passed to the 
MONITOR mode chip. 

The configuration of the first synchronizer units 234B-C 
is as follows. The synchronizer unit 234C accepts input from 
the external Interrupt line 166 of the I/O unit 116 via signal 
lines 166C (see FIG. 1) which couple to the interrupt unit 
236C. The interrupts are prioritized in interrupt unit 236C 
and synchronized in unit 900C. then via the DUT mode 
Codec 132C the synchronization information is sent via bus 
140 to the monitor mode chips 110A-B, The output of the 
synchronizers is coupled to the latches 902B-C via signal 
lines 942B-C and to the Codecs 132B-C via signal lines 
926B-C. 

In the DUT mode debug chip HOC the input to latch 902C 
is provided by synchronizer 900C from interrupt unit 236C. 
In the MONITOR mode debug chip 110B, by contrast, the 
synchronizer 900B and interrupt unit 236B are disabled. The 
latch 902B receives its input from Codec 132B via signal 
line 928B. This signal is itself derived from the encoded 
interrupt information passed from Codec 110 C to Codec 
HOB via the debug bus 140. Codec 110C derives that 
information from the first synchronization unit 234C via 
signal line 92 6C. In an embodiment of the invention, the 
DMAunit 246C can reserve time slots for DMA information 
on the debug bus 140 via signal line 278C. When the 
synchronization unit 900C receives a reservation signal on 
line 278C, it holds the current interrupt status on line 942C 
until the DMA unit 246C releases its reservation signal. In 
the MONITOR mode chip, the Codec 132B holds its current 
interrupt status output signal 928B as long as it receives 
DMA related encoded events on the debug bus 140. Thus, 
the changes on the interrupt signals 282B and 282C will be 
synchronized to the same clock cycle. Latches 902 B-C 
output the synchronized interrupt signal on signal lines 
282B-C to the corresponding one of: the CPUs238Bl-C of 
the MONITOR mode debug chip HOB and the DUT mode 
debug chip 110C. Thus, the output signals are identical in 
content and timing allowing synchronous handling of inter- 
rupts on both chips. 

Thus, the first and second synchronization units 234B-C, 
230B-C share similar functional features. In the DUT mode, 
either of the synchronization units detect and synchronize 
asynchronous events with the DUT clock. The presentment 
of that synchronized asynchronous event to the CPUs 238, 
DMA units 136, and memory control units 134 of each chip 
is governed by the DUT mode chip. The change unit 958C 
of the DUT mode chip governs when the latches 960B-C of 
the second synchronizers will be enabled. The first synchro- 
nization units 234B-C of respectively the MONITOR mode 
and DUT mode chips 110B-C share similar operating fea- 
tures with that of the second synchronization units 230B-C, 
e.g. the synchronization and latch features. 

As will be obvious to those skilled in the art the synchro- 
nization and latch features can be implemented using a 
variety of electrical circuits including but not limited to: 
store and forward circuits and sample and hold circuits. 

The first and second synchronization units in the DUT 
mode device operate independently in parallel, the reserva- 
tion of time slots for DMA information on the debug bus 140 
is handled entirely within the first synchronization unit. 
Encoded Event Bus 

On the encoded event debug bus 140 all signals are coded 
and multiplexed. The coding and multiplexing is performed 
by Codec 132C which is in the DUT mode. The decoding 
and demultiplexing is performed by Codecs 132A-B which 
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are in the MONITOR mode. The debugging system operates 
as follows. The DUT mode debug chip 110C as well as the 
MONITOR mode chips 110A-B are reset by a RESET 
signal activated when the power is turned on. In an embodi- 
ment of the invention, when RESET is activated the MONI- $ 
TOR mode chip 110A-B generates an enable signal on the 
debug bus 140 to tell the DUT mode debug chip HOC to 
enable the debug bus 140C of its Codec. Meanwhile, the 
second synchronization unit 230C of the DUT mode debug 
chip 110C synchronizes the reset signal RESET. This later 1Q 
function may alternately be accomplished in a dedicated 
synchronization unit, not shown. Then, when RESET is 
inactivated the monitor 100 turns off the enable signal. 
Subsequently, the DUT mode debug chip HOC transmits the 
synchronized reset signal to the monitor 100, which in turn 
synchronizes its internal clocks with the DUT mode debug 15 
chip HOC clocks. In an embodiment of the invention, the 
internal clock may be generated by multiplying a base 
frequency of 20 MHz by means of a clock multiplying 
means, not explicitly shown, up to 200 MHz. The multiply- 
ing means may comprise a PLL circuit. 20 
Logic Analyzer 

The information extracted by the logic analyzer 102 from 
the MONITOR mode chips 110A-B, e.g. local bus data, 
local bus address as well as asynchronous events, DMA 
accesses and interrupts is to be displayed in an easily is 
readable way on for example computer 104 (see FIG. 1). In 
an embodiment of the invention the logic analyzer may 
include a network connection which allows it to be remotely 
monitored over a network. Additionally it is possible to use 
the workstation as a web server to provide information or a 30 
web browser for display on the network 106. Further, this 
arrangement permits the use of the general purpose com- 
puter 104 for controlling the whole debugging process over 
the network. Hence, it is used for applying different stimuli 
to the DUT mode debug chip HOC for testing different 35 
portions of the program that is being debugged. This pre- 
ferred solution of the analyzing system provides the advan- 
tage of admitting a relatively simple and cheap logic 
analyzer, in comparison to an ordinary logic analyzer, since 
the major part of the data processing is transferred from the 40 
logic analyzer 102 to the computer 104. By using appropri- 
ate general software for data processing and appropriate 
general software for displaying results it is possible to 
achieve an easy and efficient employment of the general 
purpose computer for the debugging operation. 45 

While the invention has been particularly shown and 
described with reference to a preferred embodiment thereof, 
it will be understood by those skilled in the art that various 
changes in form and detail may be made therein without 
departing from the spirit and scope of the invention. In the 50 
following some examples thereof will be discussed. 

Instead of incorporating the memory unit on the circuit 
board it would be possible to have no memory unit on the 
very circuit board but rather use an externally connectable 
memory unit, or even to have no memory except for the 55 
cache memory on the chip. 

Another example of modifications is to provide just one or 
more than two chips in the monitor mode, depending on 
what different outputs are desired to the analyzing equip- 
ment. 60 

Further, in addition to address and data signals further 
signals could be output to the logic analyzer, such as CPU 
status signals or internal states of the CPU, the DMA unit 
etc. 

In yet another embodiment the DMA unit could be 65 
implemented externally to the chip rather than being inte- 
grated thereon. 



What is claimed is: 

1. An integrated circuit chip having internal components 
coupled to one another to execute processes on the chip and 
a plurality of address and data connections for interfacing 
with the chip, and the integrated circuit chip comprising: 

a debug switch switchably coupling selected ones of the 
internal components to the address connections in 
response to a mode signal; and 

at least one synchronization unit switchably configurable 
in response to the mode signal between a device under 
test (DUT) configuration and a Monitor configuration 
and in a DUT configuration to latch an asynchronous 
signal from an external asynchronous signal source, to 
output an enabling signal, and to unlatch the asynchro- 
nous signal releasing it to at least one of the internal 
components for processing; and in a MONITOR con- 
figuration to latch the asynchronous signal from the 
asynchronous signal source and responsive to the 
enabling signal to unlatch the asynchronous signal 
releasing it to at least one of the internal components 
for processing. 

2. The integrated circuit chip in accordance with claim 1, 
wherein the at least one synchronization unit in the DUT 
configuration outputs the enabling signal during a period of 
no signal change. 

3. The integrated circuit chip in accordance with claim 1, 
wherein the asynchronous signal comprises at least one of a 
direct memory access (DMA) request and an interrupt. 

4. An integrated circuit chip having internal components 
coupled to one another to execute processes on the chip and 
a plurality of address and data connections for interfacing 
with the chip, and the integrated circuit chip comprising: 

a debug switch switchably coupling selected ones of the 
internal components to the address connections in 
response to a mode signal; and 

at least one synchronization unit switchably configurable 
in response to the mode signal between a device under 
test (DUT) configuration and a Monitor configuration 
and in a DUT configuration to latch an asynchronous 
signal from an external asynchronous signal source, to 
output an encoded signal corresponding with the asyn- 
chronous signal, and to unlatch the asynchronous signal 
releasing it to at least one of the internal components 
for processing; and in a MONITOR configuration to 
decode the encoded signal, to output and latch a 
decoded signal corresponding thereto, and after a delay 
to unlatch the decoded signal to at least one of the 
internal components for processing. 

5. The integrated circuit chip of claim 4, wherein the at 
least one synchronization circuit further comprises: 

a codec responsive to a first mode select signal to adopt 
the DUT configuration in which to generate the 
encoded signal with codes corresponding with the 
asynchronous signal and synchronization information 
related thereto and the codec further responsive to a 
second mode select signal to adopt the MONITOR 
configuration in which to decode the encoded signal 
and after the delay to unlatch the decoded signal to the 
at least one of the internal components for processing. 

6. The integrated circuit chip of claim 4, wherein the 
asynchronous signal comprises at least one of an interrupt 
and a direct memory access (DMA) request. 

7. A debug circuit for incorporation into an integrated 
circuit chip having internal components coupled to one 
another to execute processes on the chip and address pins, 
data pins, and a clock pin for interfacing with the chip, and 
the debug circuit comprising: 
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a debug switch with inputs, an output and a control 
connection, and the inputs coupled to selected ones of 
the internal components, the output connected to the 
address pins and the control connection coupled to a 
mode select pin for interfacing with the chip, and the 
debug switch responsive to a mode signal on the mode 
select pin to couple one of the inputs to the output to 
provide for monitoring the processes on the chip at the 
address pins; and 

a synchronization circuit with an input, an output, and a 
control connection, and the control connection coupled 
to the mode select pin, the input configured to couple 
to an asynchronous signal source, and the output 
coupled to at least one of the internal components, and 
the synchronization circuit responsive to a first mode 
select signal at the mode select pin to adopt a device 
under test (DUT) configuration in which to latch an 
asynchronous signal from the asynchronous signal 
source, to output an enabling signal during a period of 
no signal change on the input, and to unlatch the 
asynchronous signal releasing it to the internal com- 
ponents of the chip for processing. 

8, The debug circuit of claim 7, with the synchronization 
circuit further responsive to a second mode select signal to 
adopt a MONITOR configuration in which to latch the 
asynchronous signal from the signal source and responsive 
to the enabling signal to unlatch the asynchronous signal 
releasing it to the internal components of the chip for 
processing. 

9. A debug circuit for incorporation into an integrated 
circuit chip having internal components coupled to one 
another to execute processes on the chip and address pins, 
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data pins, and a clock pin for interfacing with the chip, and 
the debug circuit comprising: 

a debug switch with inputs, an output and a control 
connection, and the inputs coupled to selected ones of 
the internal components, the output connected to the 
address pins and the control connection coupled to a 
mode select pin for interfacing with the chip, and the 
debug switch responsive to a mode signal on the mode 
select pin to couple one of the inputs to the output to 
provide for monitoring the processes on the chip at the 
address pins; and 
a synchronization circuit with an input, an output, and a 
control connection, and the control connection coupled 
to the mode select pin, the input configured to couple 
in a device under test configuration (DUT) to an 
asynchronous signal source, and the output coupled to 
at least one of the internal components, and the syn- 
chronization circuit responsive to a first mode select 
signal at the mode select pin to adopt the DUT con- 
figuration in which to latch an asynchronous signal 
from the signal source, and to output an encoded signal 
corresponding to the asynchronous signal and to 
unlatch the asynchronous signal releasing it to the 
internal components of the chip for processing. 
10. The debug circuit of claim 9 with the synchronization 
circuit further responsive to a second mode select signal to 
adopt a monitor configuration in which to receive the 
encoded signal, to decode the encoded signal, to latch the 
decoded signal and after a delay to unlatch the decoded 
signal releasing it to the internal components of the chip for 
processing. 
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